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How do online games work?



Can you just read 
it from RAM?

Memory read cheats – reading 
memory and then presenting this 
information on screen.

ESP – extra sensory perception e.g. 
wallhack, radar



Ways of reading memory
• External cheat – separate process, makes system's API calls to read into the 

game memory space and resolve players locations, their HP...

• Internal cheats – injected, mapped DLL into game client, reading and writing 
to app memory through game instance by hooking function calls, which means 
less latency.

To hook a function means intercep-
ting or redirecting a function to run
your code. It can be done by adding
jump in machine code



Internal    vs    external

cheats



Functions of Windows API: OpenProcess(), ReadProcessMemory().

But can't processes only use their memory? Well, you can just give

extra permission to the cheat via a UAC prompt



Controlling input

• Aimbots, trigger bots etc.

• Taking actions based on 
what was read

• Correcting mouse 
movement

Cheat



Historic cheats countering
• Servers were community driven (CS 1.6 times).

• If someone was clearly using cheats, they were reported and admins had to 
block them manually, or it could be automated, but still based on player's 
reports.

• Special Hack vs hack (HvH) servers, only for cheating players

• Now: overwatch



VAC

• Runs in user mode – ring 3, not kernel (same 
as previously mentioned cheats)

• Uses delayed bans, so it's harder to reverse 
engineer vac

• Misses: kernel cheats, manual mapping 
(changing load library function so that we can 
inject DLL without adding it to module list), 
DMA



How does VAC detect cheats?

Application's signature
(byte patterns in DLLs, modules)

Hooking functions, like
ReadProcessMemory



Forsaken cheating



Kernel anti-cheats
• Faceit, ESEA, Easy Anti Cheat, Vanguard

• System that monitors whole PC, but focuses on the game.

• Loads during system boot in ring 0.

• It can detect cheats a lot easier (OB register callback). In some 
cases, it's the only way. 

• Still can be bypassed...

• ESEA used players' GPUs to mine Bitcoin



Internal vs external

cheats and their detection



Kernel cheats

Driver that makes client-level anti-cheats useless (using OB register callback).

When it comes to kernel anti-cheats, it's a battle. Fighting fire with fire.

"Now, while most players might find the idea of a corrupted Windows
installation objectionable, a disturbing number of cheaters have shown
themselves to be downright enthusiastic about the opportunity to jump onto
some guy’s botnet in exchange for the ability to orbwalk."

"/dev/null: Anti-Cheat Kernel Driver", mirageofpenguins
https://www.leagueoflegends.com/en-gb/news/dev/dev-null-anti-cheat-kernel-driver/

https://www.leagueoflegends.com/en-gb/news/dev/dev-null-anti-cheat-kernel-driver/


EFI cheats
• Using drivers that load before kernel - EFI mapping

• EFI mapping - using the UEFI boot process to manually map 
a kernel-mode driver (or shellcode) into system memory before 
Windows boots, so that it's active when the OS starts — but 
never loaded via standard Windows APIs.

• It can hook kernel functions without being detected

To write such cheat you need to know low-
level C and x86/64 assembly, knowledge of 

UEFI spec, memory layout, boot process.



Defending against EFI cheats
Vanguard requires Windows 11 machines to use secure boot (checks
signatures of drivers, so they can only come from Original Equipment
Manufacturer - OEM). It enforces clean EFI boot. Doesn't enforce that on
Windows 10, so such cheats can still be used there.

Then TPM 2.0 was enforced, but again cheaters found a way to bypass that
via USB booting.



DMA cheats
Installing DMA – direct memory access controller into PCI slot, 
accessing memory directly and processing it on another PC



DMA cheats



DMA cheats Video overlay box – Takes inputs from two PCs 
and the feeds are combined.



DMA Aimbot



DMA countering
Vanguard is trying to detect DMA devices.
Though attackers are spoofing those into like network card...

DMA cheats are expensive. You need a separate computer, microcontrollers and 
monthly subscriptions for cheat developer.



Visual cheats

Using screen output. They 
don't access memory, just 
pixels values.

Pixelbots – programs that 
capture screen output and 
correct mouse movement. 
Can use AI for that.



VIC - virtual machine introspection cheats

Panicos Karkallis, Jorge Blasco,
"VIC: Evasive Video Game Cheating via Virtual Machine Introspection"

https://arxiv.org/search/cs?searchtype=author&query=Karkallis,+P
https://arxiv.org/search/cs?searchtype=author&query=Blasco,+J
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